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TOP RISKIEST SCAMS
IN CANADA

In 2019, the riskiest scams reported in Canada were travel/vacation/timeshare scams.

These scams made up 2.7 per cent of all scams reported in Canada, with more than 62 per cent
losing money when exposed. The median dollar loss for these scams was $5,000, about 16 times
higher than the overall median dollar loss in 2019.' The second riskiest scams were advance fee
loan scams, which had the second highest susceptibility at 71.1 per cent. Romance scams and
cryptocurrency scams were the third and fourth riskiest scams; these scams had a median

dollar loss of $4,000 and $3,617 respectively. The most common scams in Canada were

online purchase scams, making up 23.9 per cent of all scams reported.

TOP RISKIEST SCAMS IN CANADA

MEDIAN $ BBB
m SCAMTYPE EXPOSURE LOSS? SUSCEPTIBILITY RISK INDEX

Travel/Vacation/ 2.7% $5,000 62.2% 262.5
2 Advance Fee Loan 6.5% $1,450 71.1% 211.8
3 Romance 1.9% $4,000 48.2% 118.6
4 Cryptocurrency 2.1% $3,617 48.3% 115.3
5 Employment 16.3% $1,550 10.2% 81.4
6 Online Purchase 23.9% $102 85.9% 66.6
7 Home Improvement 3.2% $700 65.9% 46.3
8 Tech Support 2.9% $801 30.0% 22.0
9 Fake Invoice 2.7% $684 31.6% 18.7
10 Credit Card 2.4% $204 35.3% 5.6
ALL CANADIAN . s a2aew
ALL BBB REPORTS - $212 35.1%

Please note that scam types with less than 25 reports were not included in this list.

' The median dollar loss for investment scams was $16,322, but was not included in the list of riskiest scams
because less than 25 reports were submitted for this scam type.

2 All dollar amounts are in Canadian, including median loss for all BBB reports.
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BBB' Risk Index

A Three-Dimensional Approach

to Measuring Scam Risk

To better understand which scam
types pose the highest risk, this report
assesses scams based on three factors:

» Exposure
(volume of reports, as a percentage)

» Susceptibility
(per centage of those exposed Phone
who fell for the scam)

TOP
» Monetary Loss MEANS OF
(median dollar amount of losses reported) CONTACT

By combining these three factors, we gain
a more meaningful picture of scam risk that
goes beyond merely the number of reports
received. We call this unique formula

the BBB Risk Index.
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TIPS FOR AVOIDING SCAMS

TRAVEL/VACATION/TIMESHARE SCAMS

Be Careful When Booking Online Travel
Scammers target people looking for great deals online by offering
tempting vacation packages at unrealistically low prices. That’s why it is
important to do your research first. BBB.org is a great resource for finding
travel agencies, agents and websites that are reputable and dependable.

Tips for a worry-free vacation:

» Be wary of unrealistic deals.
» Do your homework.
» Pay with a credit card.

ADVANCE FEE LOAN SCAMS

Beware of Up-front Fees Required for Loans

Requiring advance fees for loans is illegal in Canada. In Canada and the
United States, it is illegal for companies doing business by phone to promise
a loan and require payment before they deliver.

Tips for avoiding advance fee loan scams:

» Clarify vague or unclear fees.
» Avoid guarantees and unusual payment methods.
» Do your research.

ROMANCE SCAMS

Never Send Money to Someone You Have Not Met
The likelihood of losing money to a scammer is higher for individuals who
are single, divorced or widowed because many felt they did not have anyone
with whom to discuss their experiences and hesitations.?

Tips for avoiding romance scams:

» Never send money to someone you have not met.
» Do not share personal or financial information on dating sites.
» Be wary of people who cannot meet you in-person.

CRYPTOCURRENCY SCAMS

Be Careful When Dealing with Cryptocurrency

Unlike money stored in a traditional bank account, which is insured against
theft, digital assets such as cryptocurrency cannot be retrieved and transactions
cannot be reversed in the case of theft or cyber hacking.

Tips for avoiding cryptocurrency scams:

» Learn how these digital assets work.
» Research the exchange site or person with whom you are doing business.
» Understand the risks.

See BBB.org/ScamTips for additional tips to avoid scams.

3 BBB.org/ExposedToScams.


https://www.bbb.org/ExposedtoScams
https://www.bbb.org/
https://www.bbb.org/ScamTips

DEMOGRAPHIC HIGHLIGHTS
FOR SCAMS IN CANADA

Based on BBB Scam Tracker data, women were slightly more susceptible to
losing money to scams, but men lost significantly more money. This may be
related to the scam types that impact more men versus women.

MEDIAN DOLLAR LOSS REPORTING %
AND SUSCEPTIBILITY BY GENDER
BY GENDER

MEDIAN

%
DOLLAR LOSS GENDER SUSCEPTIBILITY ’)
$633 [N 42.6%

B women 36% 64%

MEN WOMEN
REPORTING REPORTING

While younger individuals were more likely to lose
money to scammers than older people, younger
consumers lost less money to scammers than
older consumers. This is consistent with findings
in previous BBB Scam Tracker Risk Reports.*

MEDIAN DOLLAR LOSS
AND SUSCEPTIBILITY

BY AGE MEDIAN | AGE %
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4 While we are unable to extrapolate the riskiest scam types by age or gender when analyzing only the Canadian data,
when the data is coupled with U.S. data we find that older adults tend to lose more money to scams such as investment,
romance, and travel/vacation/timeshare scams. These scam types typically result in a higher median loss.
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Atlantic Provinces
7071 Bayers Rd., Suite 279
Halifax, NS, B3L 2C2
L 902-422-6581
L 1-877-663-2363 (toll free)
= info@ap.bbb.org
J bbb.org/atlantic

Central & Northern Alberta
16102 100 Ave.

Edmonton, AB, T5P OL3

L 780-482-2341

= info@edmonton.bbb.org

J bbb.org/edmonton

Central Ontario Saskatchewan

903-30 Duke St. West 980 Albert St.

Kitchener, ON, N2H 3W5 Regina, SK, S4R 2P7

L 519-579-3080 . 306-352-7601

= info@mwco.bbb.org = info@sask.bbb.org

J bbb.org/kitchener J bbb.org/saskatchewan
Eastern Ontario Southern Alberta

& the Outaouais & East Kootenay
203-380 Hunt Club Rd. 5-1709 8 Ave. NE
Ottawa, ON, K1V 1C1 Calgary, AB, T2E 0S9

L 613-237-4856 . 403-531-8784

= info@ottawa.bbb.org =) info@calgary.bbb.org
& bbb.org/ottawa ] bbb.org/calgary
Mainland British Columbia Vancouver Island
404-788 Beatty St. 220-1175 Cook St.
Vancouver, BC, V6B 2M1 Victoria, BC, V8V 4A1

L 604-682-2711 . 250-386-6348

= contactus@mbc.bbb.org = info@vi.bbb.org

& bbb.org/mbc J bbb.org/vancouver-island

Manitoba & Northwest Ontario Western Ontario

1030 B Empress St. 206-190 Wortley Rd.

Winnipeg, MB, R3G 3H4 London, ON, N6C 4Y7

L 204-989-9010 L 519-673-3222

= complaints@manitoba.bbb.org = info@westernontario.bbb.org
J bbb.org/manitoba J bbb.org/western-ontario

BBB.org/RiskReportCanada

*Trademark(s) of the International Association
of Better Business Bureaus used under license.

ABOUT BBB
SCAM TRACKER’

BBB Scam Tracker is an online

tool that enables consumers and
businesses to look up and report
scams to the Better Business Bureaus
(BBB) and warn others about similar
cons. By using technology to collect
scam reports from consumers and
businesses, and utilizing the power
of our network of Better Business
Bureaus working in communities
across North America, BBB Scam
Tracker maximizes our efforts

to educate consumers and

stop fraudsters.

The scam reports submitted to BBB
Scam Tracker are made available to
the general public via an interactive
website (BBB.org/ScamTracker).
Consumers can search by key word,
type of scam, date, or even by a
searchable heat map. This enables
users to zoom in on scams reported
in their communities. BBB uses

this information to work with both
consumers and businesses to fight
back against scammers who steal
billions and erode marketplace trust.

SCAM RESOURCES

BBB Scam Tracker:
BBB.org/ScamTracker
Report scams and read
about others’ experiences

BBB Scam Tips: BBB.org/ScamTips
Definitions and tips for
30 different types of scams

Canadian Anti-Fraud Centre:
AntiFraudCentre.ca

Competition Bureau Canada:
CompetitionBureau.gc.ca

Royal Canadian
Mounted Police:
RCMP-GRC.gc.ca


https://www.bbb.org/local-bbb/better-business-bureau-serving-the-atlantic-provinces
https://www.bbb.org/local-bbb/bbb-of-central-and-northern-alberta
https://www.bbb.org/local-bbb/bbb-serving-central-ontario
https://www.bbb.org/local-bbb/bbb-of-eastern-and-northern-ontario-and-the-outaouais
https://www.bbb.org/local-bbb/bbb-of-mainland-bc
https://www.bbb.org/ca/mb/winnipeg
https://www.bbb.org/local-bbb/bbb-of-saskatchewan
https://www.bbb.org/ca/ab/calgary
https://www.bbb.org/local-bbb/bbb-serving-vancouver-island
https://www.bbb.org/local-bbb/bbb-serving-western-ontario
https://www.bbb.org/RiskReportCanada
https://www.bbbmarketplacetrust.org/
https://www.bbb.org/scamtracker/us
https://www.bbb.org/scamtracker/us
https://www.bbb.org/ScamTips
http://www.antifraudcentre.ca/
https://www.competitionbureau.gc.ca/eic/site/cb-bc.nsf/eng/home
http://www.rcmp-grc.gc.ca/

